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PRIVACY POLICY 

 

PRIVACY POLICY 
 

INTRODUCTION AND WHO WE ARE 
GPS Capital Markets, LLC and its subsidiary in the United Kingdom, GPS Capital Markets Limited, are hereby 
collectively referred to as “GPS” or the “Company”. Your data is processed in accordance with the provisions of the 
General Data Protection Regulation, as well as other legal acts regulating this area. 

This Privacy Policy applies to GPS websites, as well as your use or access of our online services and content. This 
Privacy Policy describes how GPS collects, uses, shares and secures the personal information that we obtain about 
you directly or indirectly in accordance with applicable data privacy laws. It also describes your choices regarding use, 
access and correction of your personal information. 

This Privacy Notice does not apply to, and GPS is not responsible for, any third-party websites which may be accessible 
through links from this website (please see section below titled Online services - Links to third party sites, services and 
content for more information). 

This Privacy Notice additionally applies to our website and online services, including www.gpsfx.com, 
www.fxpert.gpsfx.com and any other website, mobile app or other online service created or hosted by us from time to 
time on which this Privacy Notice appears (together, our "online services") through which we may collect certain details 
if, for example, you want to subscribe to any publications or newsletters that we may periodically issue.  

Please note that our online services make use of cookies and similar technologies, as described in more detail in the 
Cookies Policy section below. 
 
SCOPE OF PRIVACY NOTICE 
This Privacy Notice explains and describes: 

• When this Privacy Notice applies. 
• How we collect your personal data. 
• How we use the personal data we collect. 
• Legal basis for usage of your personal data. 
• How and when we may disclose personal data that we collect. 
• What happens if your personal data is transferred overseas. 
• How long we hold your personal data. 
• How we protect your personal data and keep it secure. 
• What cookies are and how we use them. 
• What happens when you access third-party services and content. 
• Your legal choices and rights. 
• How to request further information. 
• Our contact details. 

 
HOW WE COLLECT AND USE YOUR INFORMATION 
At GPS, we are committed to safeguarding your privacy. We want you to know how we may collect, use, share, secure, 
and keep information about you, and the choices that are available to you regarding use, access, and correction of 
your personal information. When we provide GPS products or services to you, we may also give you specific additional 
details about how we will use your personal information. 
 
Safeguarding customers’ personal information and using it in a lawful manner, consistent with customer expectations, 
is paramount to GPS’ customer relationships. To do so, GPS has put in place a privacy policy that sets forth principles 
and requirements governing the collection, usage, retention, disclosure, and disposal of customer’s information (the 
"Policy"). This Policy is based on current laws and regulations. GPS will comply with any obligations or standards that 
may be imposed by any new laws and regulations. 
 

http://www.gpsfx.com/
http://www.fxpert.gpsfx.com/
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Since we may change this online privacy statement, we recommend that you check the current version available from 
time to time. If we make changes to this statement, we will update the “Effective Date” at the top of this page. If we 
make any material changes, we will notify you by email (sent to the e-mail address specified in your account) or by 
means of a notice on this website prior to the change becoming effective. 
 
WHAT IS PERSONAL INFORMATION?  
Personal information includes, but is not limited to, individual names, tax identification numbers, and bank account 
numbers. 
 
WHAT INFORMATION DOES THIS ONLINE PRIVACY POLICY COVER? 
This online privacy policy describes how GPS may collect, use, share, secure, and keep information that we get about 
you online. We gather Online Information if you: 

• Voluntarily provide it to us, including when you communicate with us via email or other channels; 
• Visit or use our online services;  
• View or click on our online content; and 
• View or use our mobile applications. 
•  

In this policy, we also explain how we may combine online information with other information and how we then use 
the combined information. 
 
For the purposes mentioned in this Policy we collect and process the data about our customers as well as related 
individuals, such as their legal representatives, payers and payees, counterparties and participants, ultimate beneficial 
owners (UBO), family members.  
 
If you provide us with details of persons associated with you, you should familiarize them with this policy. 
We may also collect your personal data if you are related to our customers or persons, who intend to become our 
customers – legal entities, i.e., if you are head of the company, shareholder, member of the board or management, 
ultimate beneficial owner (UBO), representative of a company, etc.  
 
GPS may use the information provided by customers for one or more of the following purposes: 

• To process, confirm and fulfil customer requests regarding GPS products and services or transactions 
made using our online platform, FXpert; 

• To contact customers regarding their enquiries and requests; 
• To identify customers for login; 
• To comply with the rules relating to Know Your Customer (KYC) obligations and under Anti-Money 

/Counter Terrorist Financing (AML/CTF) legal acts; 
• For identification, verification, and background screening purposes; 
• To conform to legal requirements or comply with legal processes; 
• To control our day-to-day operations and protect our legitimate interests and defend GPS’ rights, interests, 

or property; 
• To improve the quality of our services; 
• To assess your creditworthiness; 
• To prevent violations of legal acts;  
• To enforce the terms and conditions of the products or services offered by GPS or such other purposes 

expressly specified in the data entry forms or other relevant sections of the web resources of GPS. 
 
WHAT INFORMATION DO WE COLLECT ONLINE AND HOW DO WE COLLECT IT? 
The types of information we collect depends on which product or service you use. Sometimes you give information 
directly to us (or to our service providers). For example, you might give us your name, email, mailing address, or phone 
number when you log into or update the settings on your GPS account using our online services. 
 
We may also collect from you the personal information about your contacts, such as name and financial account 
number of someone to whom you are remitting payment (beneficiary) or from whom you are receiving funds. When 
you provide us with personal information about your contacts we will only use this information for the specific reason 
for which it is provided. 
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As is true of most websites, we gather certain information automatically. We collect information through cookies, but 
please note that GPS does not use any third-party cookies. Most cookies will only collect de-identified information 
such as how you arrive at our website or your general location. These cookies are encrypted for security purposes and 
do not contain personal information. They are used to enable user verification for our platform - assisting you in 
authentication and navigation, assisting your ability to provide feedback, facilitating user notifications, analyzing your 
use of our products, services or applications, company information, including title and contact information for each 
user, assisting with our debugging, and troubleshooting efforts. We use the following technical cookies: 
 

Name Timeframe Purpose 
ASP.NET_SessionId Session (only alive until you 

logout) 
FXpert Session Cookie 

FXpertAuthKey  Session (only alive until you 
logout) 

Fxpert 2.0 Authentication Key 

ComputerVerification 42 days  Security Cookie to track 
whether you allowed this 
browser to access 

ARRAffinitySameSite Session (when you leave the 
site) 

Performance Cookie keeps the 
session on the same web 
server initially browsed to 
which helps with reliability 

ARRAffinity  Session (when you leave the 
site) 

Performance Cookie to assist 
with the same web server 
functionality above 

__cfduid  CloudFlare’s Cookie to ensure 
secure communication with our 
website 

 
HOW DO WE USE THE INFORMATION WE COLLECT ABOUT YOU? 
We may use online information we collect about you on its own or combine it with other information to: 

• deliver products and services, including to recognise you when you return to our websites; 
• complete transactions; 
• improve our websites and make them easier to use; 
• manage fraud and security risk, including to detect and prevent fraud or criminal activity; 
• safeguard the security of your information; and 
• use it in other ways as required or permitted by law or with your consent. 

HOW WE HANDLE AGGREGATED INFORMATION AND DE-IDENTIFIED INFORMATION 
Aggregated information or de-identified information does not identify you individually; it helps GPS to better design 
our website and provide our clients with a better browsing experience. 
 
LEGAL BASIS FOR USAGE OF PERSONAL DATA 
Where we intend to use your personal data, we rely on the following legal grounds: 

Performance of a contract: We may need to collect and use your personal data to enter into a contract with you or 
to perform a contract that you have with us. For example, we may need your company email address in order to 
provide you with information related to FX trade execution or delivery of funds, and where we respond to your requests 
and provide you with services in accordance with our terms and conditions or other applicable terms of business 
agreed with you or with your employing organisation. 

Legitimate interests: Where we consider use of your information as being (a) non-detrimental to you, (b) within your 
reasonable expectations, and (c) necessary for our own, or a third party’s legitimate purpose, we may use your 
personal data, which may include: 

• for our own direct marketing or continued communication; 
• the prevention of fraud; 
• our own internal administrative purposes; 
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• personalisation of the service(s) we provide to you; 
• ensuring network and information security, including preventing unauthorised access to electronic 

communications networks and stopping damage to computer and electronic communication systems; and/or 
• reporting possible criminal acts or threats to public security to a competent authority. 

Compliance with a legal obligation: We may be required to process your information due to legal requirements, 
including employment laws, tax laws and other regulatory provisions applicable to GPS as a provider of foreign 
exchange services. 
 
Consent: You may be asked to provide your consent in connection with certain services that we offer, for example in 
respect of any processing of your personal data for our marketing purposes where you or your employing organisation 
is not a client of GPS, or in respect of certain special categories of personal data such as your health or racial 
background for which we are legally obliged to gain your consent due to the sensitive nature of such information and 
the circumstances in which it is gathered or transferred. Where we are reliant upon your consent, you may withdraw 
this at any time by contacting us in accordance with the contact information below, however, please note that we will 
no longer be able to provide you with the products or services that rely on having your consent. 
 
SECURITY 
We take all reasonable procedures to protect personal and identifiable information from loss, misuse and unauthorised 
access, disclosure, alteration and destruction. We have taken and will continue to take appropriate measures to assure 
the security of sensitive personal data. 
 
Any personal data transmitted to or from our website is protected by a secure socket layer (SSL) key which encrypts 
the data transmitted over the Internet. Whilst we continually strive to ensure that our systems and controls are updated 
to reflect technological changes, the transmission of information via the internet is not completely secure, and as such 
we cannot guarantee the security of your data transmitted to our online services which is at your own risk. If you 
communicate with us using a non-secure web platform, you assume the risks that such communications between us 
are intercepted, not received, delayed, corrupted or are received by persons other than the intended recipient. 
 
HOW DO WE KEEP AND SAFEGUARD YOUR INFORMATION? 
GPS continuously reviews and enhances GPS’ security policies and security measures to consistently maintain a high 
level of security. We use administrative technical and physical security measures to protect your personal information 
including sensitive personal data or information against loss, misuse, damage and unauthorised access, modifications 
or disclosures. These measures include computer safeguards and secured files and facilities, use of firewalls, 
encryption, and other specialised technology. If you have any questions about the security of your personal 
information, you can contact us at compliance.eu@gpsfx.com.  
 
We take reasonable steps to securely destroy or permanently de-identify personal information when we no longer 
need it. The servers that are used to store sensitive personal information are kept in a secure environment, with security 
measures.  
 
COOKIES POLICY 
Our website and services delivered online use cookies and other similar technologies, for example, to distinguish you 
from other users when you browse our websites or use our online services and to allow us to improve our online 
services.  

Cookies are small text files that are placed on your computer by websites that you visit. They are widely used in order 
to make websites work, or work more efficiently to improve the user experience, as well as to provide certain 
information to the owners of the site.  

We may, for example, collect information about the type of device you use to access our online services, the operating 
system and version, your IP address, your general geographic location as indicated by your IP address, your browser 
type, the content you view and features you access on our online services, the web pages you view immediately 
before and after you access our online services, whether and how you interact with content available on our online 
services, and the search terms you enter on our online services.  

mailto:compliance.eu@gpsfx.com
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GPS’ website sets cookies which remain on your computer for differing times. Some expire at the end of each session 
and some remain for longer so that when you return to our website, you will have a better user experience. 

Cookie usage 
We use cookies to help security user accounts in FXpert. This cookie is used to increase account security on public 
networks. This cookie also allows GPS to improve the user login experience. This cookie is encrypted and does not 
store any personal identification information pertaining to either the user or company. 
 
Control of cookies 
Web browsers allow you to exercise some control of cookies through the browser settings. Most browsers enable you 
to block cookies or to block cookies from particular sites. Browsers can also help you to delete cookies when you 
close your browser. You should note however, that this may mean that account security and login process can lead to 
multiple steps of logging in to your account. To find out more about cookies, including how to see what cookies have 
been set and how to manage and delete them, visit www.allaboutcookies.org which includes information on how to 
manage your settings for the major browser providers. 
 
DATA INTEGRITY AND PURPOSE LIMITATION 
Consistent with the data privacy laws, personal information is limited to the information that is relevant for the purposes 
of processing.  As previously mentioned, the information collected is only utilized for the purpose described above in 
the section on “Notice of Information.”  Personal information is not processed in a way that is incompatible with the 
purpose for which it has been collected. To the extent necessary and possible, reasonable steps are taken to ensure 
that data and information is reliable for its intended use, accurate, complete, and current. 
 
INFORMATION RETENTION 
GPS retains information about customers for as long as necessary to fulfil the purpose for which such information was 
collected or as is otherwise required to comply with any AML/CTF, legal, regulatory, tax, accounting or reporting 
requirements. However, this is subject to GPS’ rights and obligations under applicable laws to ensure retention of 
records which may contain personal data or information. If you wish to learn more about retention periods, please 
contact us. 
 
DISCLOSURE OF YOUR INFORMATION 
We may exchange your personal data where any of the following apply: 

• You have consented to us sharing your personal data in this way. 
• We deem reasonably necessary to provide you with the services that you have required at any particular 

time. 
• Such sharing is provided for under contract, including our terms and conditions for any particular service 

that we may provide to you. 
• Such sharing is to law enforcement bodies or other government authority. 
• We need to enforce or apply our terms and conditions to which you have agreed (or other terms that 

have been agreed to apply to our relationship with you or your employing organisation). 
• It is necessary to protect the rights and interests, property, or safety of GPS, our clients, or others. 
• Our contractors who assist us in providing our services require such information to the extent necessary 

to perform their functions. 
• We use third party service web hosting providers to provide services that involve data processing. This 

service may be updated from time to time. 
• All, or most, of the assets of GPS or any single business unit within GPS are merged with or acquired by a 

third party, or we expand or re-organise our business, in which case your personal data may form part of 
the transferred or merged assets. 

• We are under a legal, regulatory, or professional obligation to do so (for example, in order to comply with 
a Court Order). 

 
Any service providers that we may share your data with are obliged to keep your details securely, and to use them 
only to fulfil the service they provide you on GPS’ behalf. When such third parties no longer need your personal data 
to fulfil this service, they will dispose of such details in line with GPS’ procedures unless they are themselves under a 
legal obligation to retain information (provided that this will be in accordance with applicable data privacy laws). If we 

http://www.allaboutcookies.org/
https://gpsfx.com/Content/TermsAndConditions/tcv2.pdf
https://gpsfx.com/Content/TermsAndConditions/tcv2.pdf
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wish to pass your sensitive personal data onto a third party we will only do so once we have obtained your consent 
unless we are legally required to do otherwise. 
 
We own the database rights in the information collected via our online services. We do not sell, rent, or otherwise 
share information that reasonably identifies you or your organisation with unaffiliated entities for their independent use 
except as expressly described in this Privacy Notice or with your express prior permission. 
 
We may share information that does not reasonably identify you or your organisation as permitted by applicable law. 
 
ONWARD TRANSFER AND LIABILITY 
GPS does not sell, trade, share or rent your information to third parties. We may be required to release personal 
information to third parties in response to a lawful request by public authorities, including to meet national security or 
law enforcement requirements. 
 
DATA TRANSFERS OUTSIDE THE EUROPEAN ECONOMIC AREA (EEA) 
Data protection laws limit our ability to transfer your personal data outside the countries within the EEA, which are 
subject to the same or very similar data protection requirements. Transfers of personal data outside the EEA are only 
permitted in certain circumstances and on certain terms and conditions, which we comply with. Consequently, your 
personal data might only be transferred outside the EEA, including the United States, on such limited terms and 
conditions. 
 
We remind you that in non-EEA countries (including the United States) personal data may enjoy less protection than 
afforded in the EEA. However, we make sure that a consistent level of data protection applies to your data at all stages 
of processing, and that you are not exposed to additional privacy risks both through the transfer of your data outside 
the EEA. 
 
All data transfers outside the EEA by GPS are, at all times, carried out in accordance with the GDPR as well as other 
applicable data protection laws. We carefully assess and monitor conditions under which your data are stored and 
processed after their transfer to the non-EEA country. For these purposes GPS has implemented measures necessary 
to ensure that personal data transferred to the United States are subjected to adequate level of protection, including 
conclusion and enforcement of standard contractual clauses (SCCs) adopted and published by the European 
Commission (for more information, please see European Commission’s website). 
 
All data transfers outside the EEA and their further processing (including, but not limited to the specific transfer as 
below) shall comply with the above-specified general framework and shall satisfy the above requirements applicable 
for such type of data transfers outside the EEA. 
 
In particular, but without limitation to the below, your data might be transferred to, stored, and otherwise processed in 
the automated information system “Apollo” (located in the United States) for the purposes of online and retrospective 
monitoring of customers in the context of customer onboarding procedures required by AML/CTF law. This system is 
managed, and your data might be processed for the above purposes by GPS Capital Markets, Inc., the company 
organized in the United States.   
 
EU-U.S. DATA PRIVACY FRAMEWORK (EU-U.S. DPF)  
GPS Capital Markets, LLC complies with the EU-U.S. Data Privacy Framework (EU-U.S. DPF) as set forth by the U.S. 
Department of Commerce.  GPS Capital Markets, LLC has certified to the U.S. Department of Commerce that it adheres 
to the EU-U.S. Data Privacy Framework Principles (EU-U.S. DPF Principles) with regard to the processing of personal 
data received from the European Union in reliance on the EU-U.S. DPF.  If there is any conflict between the terms in 
this privacy policy and the EU-U.S. DPF Principles, the Principles shall govern.  To learn more about the Data Privacy 
Framework (DPF) program, and to view our certification, please visit https://www.dataprivacyframework.gov/ 
 
GPS is committed to cooperating with data protection authorities (DPAs). If you have an unresolved privacy or data use 
concern that we have not addressed satisfactorily, you may contact your local EU DPA. Your local DPA’s contact 
information and website can be found at http://ec.europa.eu/justice/data-protection/article-29/structure/data-
protection-authorities/index_en.htm.  Please visit your local DPA’s website for more information or to file a complaint.  
The services of EU DPAs are provided at no cost to you. 

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection-authorities/index_en.htm
http://ec.europa.eu/justice/data-protection/article-29/structure/data-protection-authorities/index_en.htm
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Under certain conditions, more fully described on the Data Privacy Framework website, you may be entitled to invoke 
binding arbitration when other dispute resolution procedures have been exhausted (see Annex I of Principles). 
 
WHAT ARE YOUR RIGHTS AND CHOICES? 
You will always have a right to access, update, change, correct or delete your personal information, or to ask whether 
we hold any of your personal information. If you have any questions about how we process your personal information, 
you may contact us at compliance.eu@gpsfx.com.  We will respond to your request within 40 days. In certain 
circumstances we may be required by law to retain your personal information or may need to retain your personal 
information in order to continue providing a service. 
 
GPS acknowledges that you have the right to access your personal information. In cases where GPS has no direct 
relationship with the individuals whose personal data it processes, an individual who seeks access, or who seeks to 
correct, amend, or delete inaccurate data should direct their query to GPS’ Client (the data controller). You also have 
the right to object to, or request the restriction of, our use of your personal data.  
 
Where you have consented to our processing of certain personal data, you can at any time withdraw such consent 
and/or tell us not to contact you with updates and information regarding our products and services (or part of them) 
either at the point such information is collected, (by leaving the relevant box unticked) or, where you do not wish us to 
continue to use your information in this way, by following the unsubscribe instructions on any communications sent to 
you. Please note that where you withdraw your consent we will no longer be able to provide you with the products or 
services that rely on having your consent. You can also exercise this right at any time by contacting us using the contact 
details at the end of this Privacy Notice. 
 
If you would like to exercise any of the rights set out in this section, please contact us using the details below. We may 
refuse to provide access where we have legitimate reasons for doing so under applicable data privacy laws, and in 
exceptional circumstances may charge a fee for access if the relevant legislation allows us to do so, in which case we 
will provide reasons for our decision. 
 
You may submit a complaint to the Information Commissioners Office, details of which can be found at 
https://ico.org.uk/global/contact-us. 
 
If you make a privacy complaint, we will respond to let you know how your complaint will be handled. We may ask 
you for further details, consult with other parties and keep records regarding your complaint. 
 
FURTHER INFORMATION 
To find out more about GPS, please visit www.gpsfx.com. GPS at your request, can confirm what information we hold 
about you and how it is processed. If GPS does hold personal data about you, you can request the following information 
by contacting us using the details below:  

• Identity and the contact details of the person or organisation that has determined how and why to process 
your data.  

• The purpose of the processing as well as the legal basis for processing. 
• If the processing is based on the legitimate interests of GPS or a third party, information about those interests. 
• The categories of personal data collected, stored and processed. 
• Recipient(s) or categories of recipients that the data is/will be disclosed to. 
• How long the data will be stored. 
• The source of personal data if it wasn’t collected directly from you. 
• Any details and information of automated decision making, such as profiling, and any meaningful information 

about the logic involved, as well as the significance and expected consequences of such processing. 
 
In order to verify the identity of those who make a request to us, we will ask to provide your Passport, or ID Card when 
information on your personal data is requested. 
 
RECOURSE AND ENFORCEMENT 
In compliance with the data privacy laws, and the EU-U.S. DPF Principles, GPS commits to resolve complaints about 
your privacy and our collection or use of your personal information. Any inquiries or complaints regarding this privacy 

mailto:compliance.eu@gpsfx.com
https://ico.org.uk/global/contact-us
http://www.gpsfx.com/
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policy or the privacy of your data, or if you want to submit a written complaint about how we handle your personal 
data, please contact GPS Compliance Department via any of the following means:  

GPS Capital Markets Limited 
1 Finsbury Circus 
London, EC2M 7EB 
Email: complaints.uk@gpsfx.com 
Telephone: +44 (0)203 657 9191 
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